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e Hardened OS
« Secure network operating system, custom-hardened Linux OS
« Hardware Trusted Platform Module (TPM) UEFI/ Secure Boot
« Full disk AES-256 encryption

e Simple and Secure Interface
to IT Network
« Only requires use of port
443 outbound
« Noinbound open port

e Connection Policy and Control

« Connection is established using x509v3 certificates with
two-way authentication.

- Sessions use AES-256 encryption

« Bi-directional channel to manage configuration and
network policy updates

° Secure Data Tunnels

« Connections using x509v3 certificates with two-way
authentication.

« Secures all data traffic from building network to cloud
(data lake, SaaS applications, etc.)

e Cloud-based Admin & Remote Access Portals

« Agentless access for high-adoption

« Role-based access controls

« Support for SSO and MFA

« Comprehensive audit and access logs
« Automated device discovery

o Edge Application Environment

« Docker run-time environment

« Cloud deployed and fully managed

« One-click deployment

« Controlled access to networks and devices
« Customizable and can be white-labeled



